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OVERVIEW

Your  project/disclosed activity has been identified as involving the use of Export-Controlled Information covered under either the International Traffic in Arms Regulations (ITAR) under the jurisdiction of the Department of State, or the Export Administration Regulations (EAR) under the jurisdiction of the Department of Commerce.  This Technology Control Plan Overview is intended to provide the necessary guidance and safeguards you are responsible for to prevent the unlawful disclosure of Export-Controlled Information.  

It is unlawful to send or take Export-Controlled Information out of the U.S., to disclose it (orally or visually), or to transfer export-controlled information to a non-U.S. person (U.S. Person is a U.S. citizen or a U.S. Permanent Resident) inside or outside the U.S., without proper authorization. Additionally, under the ITAR or the EAR, a license may be required for foreign nationals to access Export-Controlled Information.  A foreign person is a person who is not a U.S. citizen or permanent resident alien of the U.S.  The law makes no exceptions for foreign graduate students.  

In general, Export-Controlled Information means activities, items, and information related to the design, development, engineering, manufacture, production, assembly, testing, repair, maintenance, operation, modification, demilitarization, destruction, processing, or use of items with a capacity for military application utility.  Export-Controlled Information does not include basic marketing information on function or purpose, general system descriptions, or information concerning general scientific, mathematical, or engineering principles commonly taught in schools, colleges and universities or information in the public domain. 

Technical information, data, materials, software, or hardware, i.e.; technology generated from this project/activity, must be secured from use and observation by unlicensed non-U.S. citizens.  Security measures will be appropriate to the classification involved and will be disclosed through the completion of a Technology Control Plan.  

Examples of the type of disclosures/activities the university or employees may engage in requiring a Technology Control Plan include, but are not limited to, the following:

· Proposal/Sponsored Project – University Proposals or Sponsored Projects may contain Controlled Information that is not intended for public disclosure and should be properly transmitted, marked and access limited to only Project Personnel or authorized university employees.  Proper transmission may require the use of a confidentiality agreement/NDA to potential sponsors (to ensure the receiving party may appropriately receive such information).  
· Research work/activities – Some employees may engage in research/activities that are not funded via Proposal or Sponsored Project.  Such activities may involve the use of Controlled Information and may require a Technology Control Plan.  
· Receipt of an External Party’s Confidential Information – When the university agrees to receive Confidential Information from a sponsor or agency, the university is agreeing to not publically disclose the information received.  By doing so, the university is not eligible for the fundamental research exemption under EAR and it may qualify as being Controlled Information.  If Confidential Information is received, a Technology Control Plan may be utilized to help protect and properly handle the information even if it is not deemed as Controlled under EAR or ITAR.  
· Material Transfer – Some Sponsored Projects, Research work or Activities may require the receipt or transfer of materials (compounds/chemical/fuels/samples/Toxins/Pathogens, etc.) that are deemed Controlled under export control laws.  There are two possible methods of exporting Controlled Materials: 1) The physical transport/shipping to a foreign country where the material is deemed controlled and 2) The access of foreign nationals (whose country of origin specifically restricts the material) to the Materials.  For the possible exporting or internal handling of Controlled Materials, a Technology Control Plan should be in place.  
· Controlled Equipment/Instrumentation/Devices – There are two possible methods of exporting hardware/Controlled Equipment/Instrumentation: 1) The physical transport/shipping of Controlled Equipment/Instrumentation to a foreign country where the hardware is deemed controlled and 2) The access of foreign nationals (whose country of origin specifically restricts the hardware) to Equipment/Instrumentation hardware, instruction manuals or other information where the individual could reverse engineer or otherwise replicate the Controlled Equipment/Instrumentation. 
Examples of security measures and guidance for the Technology Control Plan are:

· Project Personnel – Authorized personnel must be clearly identified and appropriate access provided only to those authorized (through licenses if applicable) to have access to Export-Controlled Information.

· Controlled Information - Project data and/or materials must be physically shielded from observation by unauthorized individuals by operating in secured laboratory spaces/work areas or during secure time blocks when observation by unauthorized persons is prevented. 

· Marking of Controlled Information - Export-Controlled Information must be clearly identified and marked as export-controlled.

· Work Products - Both soft and hardcopy data, lab notebooks, reports, and research materials are stored in locked cabinets; preferably located in rooms with key-controlled access limited to Project Personnel.

· Controlled Equipment/Instrumentation (including internal components) – Such tangible items and associated operating manuals and schematic diagrams containing identified “export-controlled” technology are to be physically secured from unauthorized access.

· Electronic communications and databases – Appropriate measures will be taken to secure controlled electronic information. Such measures may include: User ID, password control, SSL or other approved encryption technology.  Database access may be managed via a Virtual Private Network (VPN).  Only authorized users can access the site and all transmissions of data over the internet will be encrypted using 128-bit Secure Sockets Layer (SSL) or other advanced, federally approved encryption technology.  
· Conversations – Discussions about the project or work products are limited to approved Project Personnel and are held only in areas where unauthorized personnel are not present.  Discussions with third party sub-contractors are only to be conducted under signed agreements that fully respect the non-U.S. citizen limitations for such disclosures.  A copy of the University Non-Disclosure Agreement may be found here: http://www.uta.edu/research/administration/departments/tm/for-researchers/forms-documents.php. 
Each project/activity deemed to be controlled must have a Technology Control Plan (TCP) in place that outlines the procedures to be taken to handle and safeguard the Controlled Information.  It is the responsibility of the Principal Investigator (PI) to develop a written TCP (in coordination with the University Export Control Officer) which must be approved and signed by the PI, their Department chair (if applicable) and a University Empowered Official for export control (the Assistant Vice President for Research).  The PI must ensure each person working on the project or who will have access to Controlled Information has read and understands the Technology Control Plan by signing the Technology Control Plan Project Personnel Certification Statement before personnel receive or access Controlled Information/Materials.  In addition, a representative from Research Administration may meet with project personnel regarding the handling of Controlled Information and the TCP. 

Please return the signed Technology Control Plan and Certification to the Export Control Officer in Regulatory Services, Office of Research Administration:

Regulatory Services
Office of Research Administration
The University of Texas at Arlington

Center for Innovation at Arlington (ATI)
202 E. Border, Suite 201, Box 19188

Arlington, TX 76019

P: (817) 272-1234, (817) 272-3723
F: (817) 272-5808
In accordance with Export Control Regulations (EAR and ITAR), a Technology Control Plan (TCP) is required in order to prevent unauthorized exportation of protected items / products, information, or technology deemed to be sensitive to national security or economic interests.   This is a basic template for minimum elements of a TCP.  

	· 
	Date:
	     


	· 
	Background & Usage:
Provide a technical description of the controlled item/material/technology/
equipment/software, and its planned use. Include USML or ECCN # if available.
	     


	· 
	Support/Sponsorship:
Reference appropriate Agreement(s) related to the controlled information (Sponsored Project/NDA/MTA etc.) if applicable.
	     


	· 
	Responsible Individual: Name the Project Manager or Principal Investigator (PI) for this project.
	     


	· 
	Contact Information:
	     


1. Physical Security Plan: (Project data and/or materials must be physically shielded from observation by unauthorized individuals by operating in secured laboratory/work spaces, or during secure time blocks when observation by unauthorized persons is prevented.  This would pertain to laboratory management of “work-in-progress.”)

a. Location (describe the physical location of each sensitive technology / item including building and room numbers.  A schematic of the immediate location is recommended):

	· 
	
	     


b. Physical Security (provide a detailed description of your physical security plan designed to protect your item/technology form unauthorized access, ie., secure doors, limited access, security badges, locks, etc.):

	· 
	
	     


c. Perimeter Security Provisions (describe perimeter security features of the location of the controlled technology / item):  

	· 
	
	     


2. Information Security Plan: All Controlled Information is to be considered data identified as Category-I of the Data Classification Guidelines.  Please familiarize yourself with the information on the following link pertaining to requirements for Category I data: (http://www.uta.edu/security/data%20classification/data%20classification%20standard.php).  

Please provide an outline of additional measures that will be taken to ensure information access controls including use of passwords and encryption protection for that data are applied to all Controlled Information.  The data discard policy and relevant information technology policies and procedures should be included, as well as other plans for controlling access to controlled information.  These procedures should address system backup and who will have access, transmission procedures, how computers on which controlled information will be stored will be sanitized upon completion of the project, and other procedures to provide necessary security.  Any use of laptops for storage of export controlled information must be justified and will only be approved with additional security procedures. Database access must be managed via a Virtual Private Network (VPN), allowing only authorized persons to access and transmit data over the internet, using 128-bit Secure Sockets Layer (SSL) or other advanced, federally approved encryption technology.

a. Structure of IT security (describe the information technology (IT) setup / system at each technology / item location:

	· 
	
	


b. IT Security Plan (describe in detail your security plan, i.e., password access, firewall protection plans, encryption, etc.):

	· 
	
	Export controlled data is classified as Category I Data by university policy and must meet the requirements for security of that type of data:

· Information will be secured in accordance with UT Arlington’s policy for Minimum Security Standards of Category I Data: http://www.uta.edu/security/data%20classification/minimum%20security%20standards%20for%20systems.php .  A copy of the policy is attached to this TCP (SEE APPENDIX A) and addresses the following standards:

1. Backups

2. Change Management

3. Computer Virus Prevention

4. Physical Access

5. System Hardening

              All required security standards for Category I Data will be implemented and maintained as described within the Policy.  
· Specific details for the lab/project on how the above requirements will be implemented:

     
· If portable/external storage devices will be utilized, the following procedures will be implemented (if portable/external storage devices will not be used, enter N/A here:      ):
If a portable media or storage device is removed from the locked laboratory, it will remain within an Authorized Individual’s “effective control” at all times.  Effective control is defined by the following procedures:

1. An Authorized Individual will ship or hand-carry the items, technology, or software as a “tool of the trade” to conduct UT Arlington business only;
2. An Authorized Individual will keep the items, technology, or software under his/her “effective control” (defined as retaining physical possession of item or keeping it secured in a place such as a hotel safe, a bonded warehouse, or a locked or guarded exhibition facility);

3. An Authorized Individual will take security precautions to protect against unauthorized release of the technology while the technology is being shipped, transmitted, or used abroad such as:

a. use of secure connections when accessing e-mail and other business activities that involve the transmission and use of the technology,

b. use of password systems on electronic devices that store technology, and

c. use of personal firewalls on electronic devices that store the technology;

4. Authorized Individuals will not ship or hand-carry the items, technology or software outside of the U.S. without first consulting with UT Arlington’s Export Controls Officer.




c. Verification of Technology/Item Authorization (describe how you are going to manage security on export controlled materials in the case of terminated employees, individuals working on new projects, etc.  For example, if personnel leave the project, will passwords be changed to protect access?):

	· 
	
	     


d. Conversation Security (Discussions about the project or work product are limited to the identified contributing investigators and are held only in areas where unauthorized personnel are not present.  Discussions with third party subcontractors are only to be conducted under signed agreements that fully respect the non-U.S. citizen limitations for such disclosures.  Describe your plan for protecting export controlled information in conversations):

	· 
	
	     


3. Item Security

a. Item Marking (Export controlled information must be clearly identified and marked as such):

	· 
	
	Physical export-controlled items, documents, materials, or storage devices (if applicable) will be clearly identified and marked with the following warning:  

WARNING: AUTHORIZED PERSONNEL ONLY - This item is restricted by the federal International Traffic in Arms Regulations (ITAR) and/or the Export Administration Regulations (EAR). Disclosure to foreign persons without prior U.S. Government approval is prohibited. Violations of these export laws and regulations are subject to severe civil and criminal penalties. 




b. Item Storage (Both soft and hard copy data, notebooks, reports and research materials are stored in locked cabinets; preferably in rooms with key-controlled access. Equipment or internal components and associated operating manuals and schematic diagrams containing “export-controlled” technology are to be physically secured from unauthorized access):
	· 
	
	     


4.  Project Personnel (clearly identify every person who is determined to have authorized access to the controlled technology / item.  This includes any faculty, staff, students (graduate/undergraduate), outside collaborators, etc.)
	Name:
	Citizenship Status:

	     
	     

	     
	     

	     
	     

	     
	     

	     
	     


5. Personnel Screening Procedures 

a. At a minimum, you must review entities and denied parties list found on the Department of Commerce web site at http://www.bis.doc.gov/index.php/policy-guidance/lists-of-parties-of-concern.

b. Background Checks (describe types of background checks performed on persons with access to technologies / items, i.e., criminal, drivers license, etc.): 
	· 
	
	In accordance with The University of Texas System’s policy on Criminal Background Checks (UTS124, amended August 31, 2010), each UT System institution is required to conduct a criminal background check (CBC) on each employee.  If the person is not an employee of UT Arlington (for example, a student), a criminal background check will be performed before the person is authorized to participate in the project involving export-controlled items.



c. Third Party Contractors (describe security screening procedures for temporary employment agencies, contractors, etc.):
	· 
	
	     


6. Training / Awareness Program

a. Project Personnel (describe schedules/training for informing employees of technology access limits and other controls described in this Technology Control Plan): 
	· 
	
	Person Responsible for Conducting Training:      
Schedule for Training:      
Each person listed as authorized personnel on this TCP will be familiar with the federal export control regulations and UT Arlington’s Policy for Export Controls: http://www.uta.edu/research/administration/departments/rs/export-control/index.php 
and has read UTA’s Export Control Training Overview: http://www.uta.edu/research/administration/departments/rs/export-control/training.php. 
Each Authorized Individual will be required to read and understand the procedures of this TCP, and provide signature certification.  No additional personnel will have access to the controlled material/information without approval by UT Arlington’s Responsible Official for Export Control (through amendment of the TCP).




7. Self Evaluation Program 
a. Self Evaluation Schedule (describe how often you plan to review / evaluate your TCP):
	· 
	
	     


b. Audit Checklist (provide a checklist for items to be reviewed during self evaluation audits): 
	· 
	
	     


c. Action Item and Corrective Procedures (describe your process to address findings in your self evaluation audits):
	· 
	
	Any violations will be reported to the Export Control Officer via an Incident Report.

Corrective action will be taken immediately following the identification of any violations of the TCP.  

If deficiencies are identified, the TCP will be modified to provide appropriate protection.  Modifications will be coordinated and approved by the University Export Control Officer before implementation.

Additional details, if applicable:      






As a designated Project Personnel to this Technology Control Plan, you may have access to Controlled Information covered under the International Traffic in Arms Regulations (ITAR) or the Export Administration Regulations (EAR).


Reasonable Care: You may be held personally liable for violations of the ITAR or EAR.  As a result, you should exercise care in using and sharing Export-Controlled Information with others. Controlled Information must be handled in accordance to the security plans and/or controls specified in the Technology Control Plan and only shared with authorized Project Personnel.  In the absence of that clearance, PIs should not leave Export-Controlled Information unattended. 


Penalties: Both civil and criminal penalties may be imposed for unlawful export and disclosure of Export-Controlled Information up to and including incarceration. All fines and penalties are cumulative.

Training & Awareness: You must read and understand the Export Control & Technology Control Plan Overview (usually attached to this document) and you must understand and agree to adhere to the conditions in this Technology Control Plan.  If you have any questions or concerns, contact the Export Control Officer at regulatoryservices@uta.edu or 817-272-3723.
Certification:  I certify that I have read, understood and will adhere to this Technology Control Plan and applicable EAR and ITAR regulations.  I certify that my citizenship as stated within this Technology Control Plan is correct.
Authorized Project Personnel (Please Sign and Date):  
______________________



Principal Investigator
Date
______________________



Project Personnel
Date
______________________



Project Personnel
Date

______________________



Project Personnel
Date

______________________



Project Personnel
Date

______________________



Project Personnel
Date

______________________



Project Personnel
Date

Review & Approval by University Authorized/Empowered Official for Export Control: 

____________________



Empowered Official
Date
Appendix A: UT Arlington Policy for Minimum Security Standards for Systems
Purpose
These minimum standards were drafted in response to Texas Administrative Code 202 and UT System UTS-165. Adherence to the standards will increase the security of systems and help safeguard university information technology resources. These minimum standards exist in addition to all other university policies and federal and state regulations governing the protection of the university's data.

Compliance with these requirements does not imply a completely secure system. Instead, these requirements should be integrated into a comprehensive system security plan.

Scope
These standards apply to all devices, physical or virtual, connected to the university networks through a physical, wireless, or VPN connection where data is classified as Category I, II, or III (see Data Classification Standard).

Audience
All users with systems connected to the university network as indentified in the above scope.

Minimum Standards
This section lists the minimum standards that should be applied and enabled in Category I, II, and III data systems that are connected to the university network. Standards for Category I are generally required.

If products are not available from reputable commercial or reliable open source communities for a specific requirement, then the specific requirement is waived until an appropriate solution is available. In such cases a security exception must be requested.

IT Owners and IT Custodians, lead researchers, and/or systems administrators are expected to use their professional judgment in managing risks to the information and systems they use and/or support. All security controls should be proportional to the confidentiality, integrity, and availability requirements of the data processed by the system.

Backups
	Practice
	Category I
	Category II & III

	System administrators should establish and follow a procedure to carry out regular system backups.
	Required
	Recommended

	Backups must be verified at least monthly, either through automated verification, through customer restores, or through trial restores.
	Required
	Recommended

	Systems administrators must maintain documented restoration procedures for systems and the data on those systems.
	Required
	Recommended


Change Management
	Practice
	Category I
	Category II & III

	There must be a change control process for systems configuration. This process must be documented.
	Required
	Recommended

	System changes should be evaluated prior to being applied in a production environment.

· Patches must be tested prior to installation in the production environment if a test environment is available.

· If a test environment is not available, the lack of patch testing should be communicated to the service subscriber or data customer, along with possible changes in the environment due to the patch.
	Required
	Recommended


Computer Virus Prevention
	Practice
	Category I
	Category II & III

	Anti-virus software must be installed and enabled.
	Required
	Required

	Anti-spyware software must be installed and enabled if the machine is used by administrators to browse Web sites not specifically related to the administration of the machine. In addition, anti-spyware software must be installed if users are able to install software.
	Recommended
	Recommended

	Anti-virus and, if applicable, anti-spyware software should be configured to update signatures daily.
	Required
	Recommended

	Systems administrators should maintain and keep available a description of the standard configuration of anti-virus software.
	Required
	Recommended


Physical Access
	Practice
	Category I
	Category II & III

	Systems must be physically secured in racks or areas with restricted access. Portable devices shall be physically secured if left unattended.
	Required
	Recommended

	Backup media must be secured from unauthorized physical access. If the backup media is stored off-site, it must be encrypted or have a documented process to prevent unauthorized access.
	Required
	Recommended


System Hardening
	Practice
	Category I
	Category II & III

	Systems must be set up in a protected network environment or by using a method that assures the system is not accessible via a potentially hostile network until it is secured.
	Required
	Recommended

	Operating system and application services security patches should be installed expediently and in a manner consistent with change management procedures.
	Required
	Required

	If automatic notification of new patches is available, that option should be enabled.
	Required
	Required

	Services, applications, and user accounts that are not being utilized should be disabled or uninstalled.
	Required
	Recommended

	Methods should be enabled to limit connections to services running on the host to only the authorized users of the service. Software firewalls, hardware firewalls, and service configuration are a few of the methods that may be employed.
	Required
	Recommended

	Services or applications running on systems manipulating Category-I data should implement secure (that is, encrypted) communications as required by confidentiality and integrity needs.
	Required
	Recommended

	Systems will provide secure storage for Category-I data as required by confidentiality, integrity, and availability needs. Security can be provided by means such as, but not limited to, encryption, access controls, file system audits, physically securing the storage media, or any combination thereof as deemed appropriate.
	Required
	Recommended

	If the operating system supports it, integrity checking of critical operating system files should be enabled and tested. Third-party tools may also be used to implement this.
	Required
	Recommended

	Integrity checking of system accounts, group memberships, and their associated privileges should be enabled and tested.
	Required
	Recommended

	The required university login banner should be displayed.
	Required
	Recommended

	Whenever possible, all non-removable or (re-) writable media must be configured with file systems that support access control.
	Required
	Recommended

	Access to non-public file system areas must require authentication.
	Required
	Recommended

	Strong password requirements will be enabled, as technology permits, based on the category of data the account is allowed to access.
	Required
	Required

	Apply the principle of least privilege to user, administrator, and system accounts.
	Required
	Recommended


System Hardening
	Practice
	Category I
	Category II & III

	If the operating system comes with a means to log activity, enabling and testing of those controls is required.
	Required
	Recommended

	Operating system and service log monitoring and analysis should be performed routinely. This process should be documented.
	Required
	Recommended

	The systems administrator must follow a documented backup strategy for security logs (for example, account management, access control, data integrity, etc.).
	Required
	Recommended

	All administrator or root access must be logged.
	Required
	Recommended


Security Review for New Software and Systems
Departments evaluating the implementation of new software and/or systems, involving all categories of data, should request a security review by sending a written description of the proposed implementation to the Information Security Office prior to selecting vendors or products. Security reviews tend to be informal and can often be performed quickly, while ensuring that best practices are being considered.

Non-Compliance and Exceptions
For all system administrators — if any of the minimum standards contained within this document cannot be met on systems manipulating Category-I or -II data that you support, an exception must be requested that includes reporting the non-compliance to the Information Security Office, along with a plan for risk assessment and management. Non-compliance with these standards may result in revocation of system or network access, notification of supervisors, and reporting to the Office of Compliance.

UT Arlington employees are required to comply with both institutional rules and regulations and applicable UT System rules and regulations. In addition to university and System rules and regulations, UT Arlington employees are required to comply with state laws and regulations.

Related UT Arlington Policies, Procedures, Best Practices and Applicable Laws
The policies and practices listed here inform the system hardening procedures described in this document; you should be familiar with these documents. (This is not an all-inclusive list of policies and procedures that affect information technology resources.)

UT Arlington Acceptable Use Policy



 HYPERLINK "http://www.uta.edu/security/data%20classification/data%20classification%20standard.php" 

UT Arlington Data Classification Standard


UT System (UTS 165) Information Resources Use and Security Policy
CERTIFICATION ON THE HANDLING OF EXPORT-CONTROLLED INFORMATION AND ADHERENCE TO THE TECHNOLOGY CONTROL PLAN


(Required for all Project Personnel identified in the Technology Control Plan)
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